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Abstract
Consensus algorithms are an important building block for
fault-tolerant distributed systems. This paper investigates
approaches to optimize solutions of distributed consensus
to the properties of embedded systems. We discuss
alternatives that allow constructing better practical solutions in realistic environments. For example, many
networked embedded systems are equipped with both
ad-hoc communication among collaborating actors and
communication with a static infrastructure. Traditional
consensus algorithms, however, are usually fully decentralized, and thus are unable to benefit from the additional
infrastructure. Other existing approaches fully rely on the
infrastructure, and thus fail to work if the infrastructure is
not available. This paper sketches hybrid approaches that
combine the advantages of both strategies.
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Introduction

Consensus is an important problem in distributed systems.
Many tasks, such as state-machine replication, atomic
commitment, and total order multicast, can be reduced
to consensus. In the past decades, many theoretical
and practical algorithms have been proposed for a large
variety of system models.
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Practical solutions to the consensus problem play
an important role for the construction of dependable
networked embedded systems. For example, consensus
can be used to coordinate the actions of distributed mobile
actors, such as robots or cars. The properties of consensus
guarantee that all correct participants make a common
decision that cannot be disrupted by faulty entities.
The system environment of distributed embedded systems shows some differences to “traditional” distributed
systems. Nodes have significant constraints on memory,
CPU power, and communication capacity, and there may
be a higher fluctuation of nodes. At the network level,
many systems have hybrid communication facilities,
composed of ad-hoc communication and infrastructure
communication. The ad-hoc network allows direct
communication between nodes within communication
range. Sometimes, a multi-hop routing implementation
allows decentralized communication between nodes on
a larger scale on the basis of the ad-hoc network. In
addition, access points provide connectivity to a static
infrastructure.
Some recent research investigated consensus algorithms for mobile networks. These algorithms are either
designed for autonomous operation using only an ad-hoc
network, or are fully based on the support from a central
infrastructure. In the ad-hoc network, the participants can
fluctuate very fast. Nodes are easy to attack, as often
there is no physical control over the participants. Fully
decentralized algorithms must cope with these problems.
Solutions that rely on the central server often are more
efficient. However, a central server that is required for
operation represents a single point of failure, a very
undesirable design for dependable applications. Also,

moving nodes must handle hand-over between access
points; with current standard technology, these handovers may cause lack of connectivity to the infrastructure
for durations up to several seconds.
This paper discusses some approaches to better optimize distributed consensus algorithms to the system characteristics of distributed embedded systems. The main
focus is on finding strategies that allow operation with
and without connectivity to a central infrastructure. A
system that supports both ways of operations can provide
different liveness or timeliness guarantees, depending on
whether there is connectivity to the infrastructure. For example, a central infrastructure can help to make stronger
timing guarantees with high coverage on consensus
termination. If the connection to the central infrastructure
fails, a decentralized ad-hoc protocol could provide the
same functionality with weaker timing guarantees.
This paper is structured as follows. The next section
discusses related work. Section 3 describes our system
model. Section 4 discusses approaches for designing
Byzantine consensus algorithms for embedded systems
with hybrid network infrastructures, and Section 5 concludes.
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Related Work

Several papers aim at providing solutions for consensus
in mobile environments. Badache et al. [3] provide a
multi-valued consensus algorithm for crash-stop failures
in an asynchronous system with ¦S failure detection. The
authors assume that mobile hosts (MH) are connected
to mobile support stations (MSS), and communication
between MH is routed through MSSs (there is no direct
ad-hoc communication between MHs). The main idea
of the protocol is that each MSS acts as a representative
of all MHs connected to it. Seba et al. [11] generalize
this idea in a general framework for solving consensus
in infrastructured wireless networks. This solution adds
support for MSSs that dynamically join or leave the
consensus protocol session due to hand-over of MHs.
Wu et al. [13] present a hierarchical consensus protocol
for mobile ad hoc networks. This protocol works
with crash-stop failures and assumes an asynchronous
system with an unreliable failure detector of the ¦P
class. It works fully decentralized without using any

infrastructure. The algorithm introduces a hierarchy
between at least f + 1 hosts that act as proxies, and
the remaining hosts that are associated to a proxy. By
merging messages in proxies, this approach reduces the
total number of messages.
Another form of “hybrid” approach combines failure
detection with randomization. Failure detectors and
randomization are two ways of avoiding the famous FLP
impossibility [9]. Aguilera and Toueg [1] and Mostefaoui
et al. [10] both propose a binary consensus algorithm of
this hybrid kind for the crash-stop model. If the unreliable
failure detector works correctly, deterministic termination
is guaranteed; otherwise, the algorithm terminates eventually with probability 1.
All work discussed so far only uses either ad-hoc communication or infrastructure communication, but not both,
and only covers crash-stop failures. Some authors have
previously addressed Byzantine consensus for mobile
networks. Angluin et al. [2] present a weaker form called
“stabilizing consensus”, in which nodes do not commit to
a final output at a certain point in time, but instead have
outputs that eventually converge to a stable configuration.
Drabkin et al. [8] discuss the related problem of efficient
Byzantine broadcast in ad-hoc networks. Wang et al. [12]
propose an algorithm for Byzantine consensus in mobile
ad-hoc networks.
In this paper, we address the problem of Byzantine consensus. In open mobile ad-hoc networks, it is even easier
than in traditional systems to inject malicious nodes.
Thus, reaching consensus in spite of malicious nodes is
an important mechanism. The main advantage of our
hybrid approach is that it makes use of a hybrid network
consisting of ad-hoc and infrastructure connections.

3 System Model
The system consists of a set of n processes P =
{p0 , . . . , pn−1 } and a infrastructure service process ps .
The processes are said to be correct if they adhere to
the protocol until termination. Otherwise, they are called
corrupt. We assume a Byzantine fault model, i.e., there
are no constraints on the actions of corrupt processes.
Moreover, we assume that only f out of n processes can
be corrupt, with n ≥ 3f + 1.
In the multi-valued consensus problem, each processor

pi proposes some initial value vi , and then the processors
Multi-Valued Consenus
must a agree on a common value. As we assume
Binary Consensus
a randomized model in an asynchronous system, the
termination of the protocol can be guaranteed only in a
Reliable Multicast
probabilistic way. Corrupt processes must not be able
Authenticated Links
to force the correct processes to do something “bad”.
Formally, the consensus problem is specified by the
following properties:
Figure 1: Hierarchical composition of multi-valued con• Validity 1: If all correct processes propose the sensus
same value v, then any correct process that decides,
decides v.

4.1 Reliable Multicast

• Validity 2: If a correct process decides v, then v was The level of reliable multicast implements a mechanism
proposed by a correct process, or v = ⊥.
that guarantees that if a message m is delivered to a
• Agreement: No two correct processes decide differ- correct node, this (and only this) message is eventually
delivered to all correct nodes. A typical algorithm that
ently.
is able to tolerate malicious corrupt nodes is the reliable
• Termination: All correct processes eventually de- broadcast algorithm described by Bracha [5].
cide with probability 1.
A reliable multicast might be supported efficiently
by a central infrastructure node if this central node is
We further assume that the identity of all message guaranteed to fail only by crashing. The infrastructure
senders can be verified. Without this assumption, an could distribute the broadcast value, and only in the
adversary could forge any message and consequently case of unavailability of the central node, the distributed
impersonate any node, and thus no solution would be participants would have to execute a distributed protocol.
possible at all. In practice the verification can be assured However, if malicious corruptions of the infrastructure
with cryptographic message authentication mechanism.
node are included in the failure model, it becomes obvious
that in any case, the set of nodes needs to execute a
distributed algorithm to ensure the delivery of a unique
4 Design Options
value. We expect that a Byzantine infrastructure cannot
Most binary and multi-valued consensus algorithms are provide any significant benefit, and thus we do not discuss
constructed by a hierarchical composition. Figure 1 this option in more detail.
shows such a typical composition, in which multi-valued
consensus is implemented on top of binary consensus and
reliable multicast, with authenticated point-to-point links
at the bottom.
In the following, we distinguish three alternatives
for creating an infrastructure-assisted solution, given
an existing decentralized implementation of consensus.
We focus in solutions that gain some advantage if the
infrastructure connection is available, and otherwise work
as a traditional decentralized protocol. Infrastructure
interaction can be integrated in the existing building
blocks at the level of reliable multicast, at the level
of binary consensus, and at the level of multi-valued
consensus.

4.2 Binary Consensus
The level of binary consensus implements an algorithm
that guarantees that all correct nodes agree on a common
value, and if all correct nodes propose the same value,
they decide on that value. Formally, the agreement
and termination condition are the same as for multivalued consensus as specified above, and the validity
assumptions can be simplified to just Validity 1. Typical
randomized binary consensus protocols are based on the
random coin-toss operation, which returns the value 0 or
1 with equal probability. The coin tossing can be implemented with local or shared protocols. Typical examples

of local coin-tossing are the algorithms of Ben-Or [4]
and Bracha [5]. Shared coins are based on cryptographic
distributed algorithms that provide the same random value
to all participants. All the randomized algorithms work
in rounds, and the complexity of the algorithm (in terms
of time and messages) correlates to the number of rounds.
Shared coin algorithms, such as ABBA [6], typically have
an expected small, constant number of rounds, but require
the execution of computationally complex cryptographic
protocols. In embedded distributed systems, in which
the participants typically have only small computation
power, the computational complexity can render them
impractical. On the other hand, local coin algorithms
in general require an expected exponential number of
rounds.
The coin tossing is the point where an infrastructure can
provide essential support. A central infrastructure server
can provide consistent random number to all participants.
Let us first assume a crash-stop infrastructure. In this
case, all nodes try to contact the infrastructure to obtain
the random value. The infrastructure reveals this value as
soon as sufficiently many nodes have requested the value.
This way, all nodes obtain the same random number,
which results in the low expected number of rounds (as
in existing shared coin algorithms), without the need of
complex cryptography. If a node does not receive a timely
response from the infrastructure, it creates a local random
value, resulting in the behaviour of a normal local coin
protocol.
The situation becomes more difficult with a corrupt
infrastructure. In the worst case, the malicious infrastructure might distribute “bad” random values in a way
that inhibits consensus termination. This problem can be
mitigated in practice by limiting the infrastructure interaction to a small number of rounds. If the infrastructure
behaves correctly, it is highly probable that the algorithm
will terminate within this bound. Lack of termination
within the limit is a strong indication of infrastructure
corruption. The normal local-coin algorithm that is used
after the bound will guarantee eventual termination with
probability 1. The only adverse effect that a corrupted
infrastructure can have is a delay of termination for a few
rounds. In a system model in which the infrastructure
is correct with high probability (but not guaranteed to be
correct), this approach results in a low expected number
of rounds.

4.3 Multi-valued Consensus
The third option for implementing infrastructure-assisted
consensus is at the level of multi-valued consensus. This
section presents such a hybrid multi-valued consensus
algorithm that makes use of an infrastructure service if
it is available. In addition to the properties defined in the
system model, the algorithm provides the following two
properties:
• Fast Termination 1: If all correct nodes have the
same initial value, the algorithm terminates within a
constant, small number of steps.
• Fast Termination 2: If the infrastructure is available, all correct nodes decide within a constant, small
number of steps.
Figure 2 shows a pseudo-code definition of our consensus algorithm. The algorithm is inspired by the multivalued consensus algorithm defined by Correia et al. [7].
The two main differences to the original algorithm are the
interaction step with the infrastructure, and a reduction
of message size. Due to space limitations, we do not
present a rigorous correctness proof here, but only give
an informal discussion of the algorithm.
At the beginning, all nodes broadcast their local value
to all nodes including the central server ps . Next,
ps selects a value (which matches the value of the
correct nodes if all of them propose the same value) and
broadcasts this value with a justification (lines 14/15).
The justification of a value v is the set of f + 1 nodes
from which an INIT message for v has been received. The
justification of ⊥ is a set of n−f nodes, in which no f +1
nodes propose the same value. The justification set of a
value can efficiently be encoded by n bits (1 bit per node).
This compact justification is a significant difference to the
original algorithm [7], which instead of using a vector of
n − f received messages for justifying values. The bit
encoding is sufficient to validate messages, and is more
appropriate for embedded systems, as it significantly
reduces the amount of network traffic and the demand for
local memory.
If all correct nodes are able to timely interact with a
correct ps , they all obtain an identical, justified COORD
value. A COORD value is justified if it contains a
justification set such that an INIT message has been

Function MVConsensus(esti )
(1) RBcast( INIT(esti ) );
(2) wait until ( valid COORD(lv) has been delivered or TIMEOUT expired);
(3)
if ( justified COORD(lv) has been delivered) then esti ← lv;
(4)
else wait until (( n − f ) INIT messages have been delivered);
(5)
if (∃v: #INIT(v)≥ f + 1) then esti ← < v, justification > else esti ← < ⊥, justification >;
(6) RBcast( PRE(esti ) );
(7) wait until (( n − f ) justified PRE(x) messages have been delivered);
(8)
if (#PRE(x1 6= ⊥)≥ f + 1, #PRE(x2 )= 0 for x2 6∈ (x1 , ⊥)) then bi ← 1 else bi ← 0;
(9) ci ← BinaryConsensus(bi );
(10) if ci = 0 then return ⊥;
(11) wait until (( f + 1) PRE(< v 6= ⊥, justification >) have been received);
(12) return v;
Function Deliver (INIT(v)) at Coordinator ps
(13) if (( n − f ) INIT(v) messages or f + 1 identical INIT(v) messages have been delivered):
(14)
if (∃v : #INIT(v)≥ f + 1) then lv :=< v, justification > else lv :=< ⊥, justification >
(15)
RBcast( COORD(lv));
Figure 2: Infrastructure-assisted consensus algorithm
received from all of its members, and the messages from
the justification set proof the validity of the value chosen
by the coordinator (i.e., for a value v 6= ⊥, there is a
set of f + 1 identical messages, and for v = ⊥, there
is a set of n − f message without a subset of f + 1
identical messages). If the interaction with ps fails, a node
calculates its own justified value.
Next, every node broadcast a PRE message with a value
and its justification obtained in the step before. In line
(7) the justification of all PRE message can be verified as
described for the COORD value. Note that it may happen
that a PRE message is not justified when it is delivered
(as a required INIT message might not yet have been
received), but it may later become justified through the
reception of the missing INIT message. The justification
ensures that if all correct nodes propose the same value
v1 , then no other value v2 6= ⊥ may get a justification (as
this would require the justification from f + 1 nodes), nor
may v2 = ⊥ get a justification (as any n−f nodes contain
at least n − 2f correct nodes (i.e., with n ≥ 3f + 1, at
least f + 1 correct nodes).

b = 1 for a different value x2 . If one node selects x1 ,
there are at least f + 1 PRE messages for this value, so all
other nodes receive at least one of these messages. If all
propose the same value, there will be only PRE messages
for that value, causing all correct nodes to propose b = 1.
We assume the use of a randomized binary consensus
such as that of Bracha [5], which guarantees that if all
correct nodes start a round with identical values, they
decide in the same round. The two fast termination
properties follow directly from this property and the
observation that if either all correct nodes have identical
initial values or all of them successfully interact with the
infrastructure, they all propose the same value (b = 1) to
binary consensus.

The selection of the TIMEOUT value (in line 2) has
a direct impact on the efficiency of the algorithm. A
TIMEOUT value too short will cause the failure of
infrastructure interaction. In this case, the algorithm
will work only with the weaker guarantees of distributed
consensus without infrastructure. A large TIMEOUT
value will delay consensus execution for a large period
Line (8) ensures that if a node selects b = 1 because of time in case that the infrastructure is unavailable or
of PRE messages for a value x1 , no other node selects corrupt.

4.4

Final remarks

Comparing the three approaches, the integration of infrastructure interaction at the multi-valued consensus level
seems to be the most promising. If the infrastructure is
available in this step, all correct nodes will propose the
same value to binary consensus, ensuring fast termination.
This variant could be combined with infrastructureassisted binary consensus. The combination ensures fast
termination in case that the infrastructure is unavailable
at the start of the consensus, but becomes available later
during the binary consensus phase. In addition, the
infrastructure interaction at the reliable multicast level
would help to reduce the total number of message,
but only if the infrastructure does not show malicious
behaviour.

5

Conclusion

In this paper, we have discussed approaches for efficiently
solving the consensus problem in distributed embedded
systems in realistic environments in which an ad-hoc
network and an infrastructure network are simultaneously
available. The general idea is that if the infrastructure
is not available, the participants execute a randomized
consensus algorithm with probabilistic termination guarantees using the ad-hoc network. If the infrastructure
is available, the participants take advantage of this and
achieve consensus with better termination guarantees.
This paper has presented on-going work. The presented
ideas still lack an experimental validation, which should
provide real data about the relative behaviour of the
proposed approaches and of previously published consensus algorithms. An extended version of this document
will include a formal correctness proof. An issue to
be investigated in the future is using distributed access
points instead of a central server to support the consensus
progress. Furthermore, the memory consumption of the
protocol, for example for communication buffers, is an
important issue in embedded systems. This aspect of the
protocol should be accurately examined, and the worstcase memory consumption of the protocols should be
minimized. We strongly believe that tailored consensus
solution will help to construct dependable distributed
embedded systems.
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